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Hifn supplies the Internet’s most important raw materials for the creation of
intelligent and secure networks: compression, encryption, and flow
classification. This is central to the growth of the Internet, helping to make
electronic mail, web browsing, Internet shopping and multimedia
communications better, faster and more secure.

Hi/fn, Inc.

750 University Avenue
Los Gatos, CA 95032
info@hifn.com
http://www.hifn.com
Tel: 408-399-3500
Fax: 408-399-3501

For technical support, please contact your local Hifn sales office,
representative or distributor. For locations check: www.hifn.com

Disclaimer

Hi/fn reserves the right to make changes to its products or to discontinue any semiconductor product
or service without notice, and advises its customers to obtain the latest version of relevant
information to verify, before placing orders, that the information being relied on is current.

Hi/fn warrants performance of its semiconductor products and related software to the specifications
applicable at the time of sale in accordance with Hi/fn's standard warranty. Testing and other quality
control techniques are utilized to the extent Hi/fn deems necessary to support this warranty. Specific
testing of all parameters of each device is not necessarily performed, except those mandated by
government requirements.

Certain applications using semiconductor products may involve potential risks of death, personal
injury, or severe property or environmental damage (“Critical Applications").

HI/FN SEMICONDUCTOR PRODUCTS ARE NOT DESIGNED, INTENDED, AUTHORIZED,
OR WARRANTED TO BE SUITABLE FOR USE IN LIFE-SUPPORT APPLICATIONS,
DEVICES OR SYSTEMS OR OTHER CRITICAL APPLICATIONS.

Inclusion of Hi/fn products in such critical applications is understood to be fully at the risk of the
customer. Questions concerning potential risk applications should be directed to Hi/fn through a
local sales office.

In order to minimize risks associated with the customer's applications, adequate design and operating
safeguards should be provided by the customer to minimize inherent or procedural hazards.

Hi/fn does not warrant that its products are free from infringement of any patents, copyrights or
other proprietary rights of third parties. In no event shall Hi/fn be liable for any special, incidental or
consequential damages arising from infringement or alleged infringement of any patents, copyrights
or other third party intellectual property rights.

“Typical” parameters can and do vary in different applications. All operating parameters, including
“Typicals,” must be validated for each customer application by customer’s technical experts.

The use of this product may require a license from Motorola. A license agreement for the right to
use Motorola patents may be obtained through Hi/fn or directly from Motorola.

AN-0025-02 (12/00) © 1997-2000 by Hi/fn, Inc., including one or more U.S.
patents No.: 4,701,745, 5,003,307, 5,016,009, 5,126,739, 5,146,221, 5,414,425,
5,414,850, 5,463,390, 5,506,580, and 5,532,694. Other patents pending. Hi/fn
and LZS are registered trademarks of Hi/fn, Inc. Hifn is a trademark of Hi/fn,
Inc. All other trademarks are the property of their respective holders.

This product must be exported from the United States in accordance with
the Export Administration Regulations. Diversion contrary to U.S. law
prohibited.
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1 Purpose Statement

The purpose of this document is to provide engineers who have previously
designed using the 7901 with the information necessary to transition easily to the
7902 device in hardware designs.

It is important to note that the internal functionality of the 7902 has not changed
and allows software development to take place in advance using the 7901. This
document has been created to serve as a guide to help understand the differences
between the 7901 and the 7902 Network Security Processors. For more
information or to request a copy of the schematic diagrams please contact your
local Hifn Representative or email request at applications@hifn.com.
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2 Overview

The 7901 is the industry’s first Broadband Network Security Processor that
implements symmetric key encryption, public key encryption, authentication,
and data compression in hardware. In addition, it also includes math processor
and true hardware random number generator which is used to support public key

cryptography.

The 7902 Broadband Network Security Processor is a plug-in device that is
functionally compatible to the 7901. The 7902, based on a smaller
manufacturing process technology, offers a more cost effective solution with
lower power consumption and higher performance.

2.1 7902 Advantages Over 7901

The 7902 device has the following enhancements over the 7901:

»  Higher maximum (operating) frequency resulting in increased
performance

*  Reduced power requirements resulting in lower power consumption

* Increased addressable external memory resulting in more supportable
sessions

2.2 Implementation Changes

There are minor hardware changes needed in a design in order to transition from
the 7901 to 7902. The changes are mainly related to the Vpp power supply. In
order to provide a better understanding of the two devices and the compatibility
between them, the following items are covered in more detail:

«  Power supply voltage

e Power dissipation

e Maximum operating frequency

e PLL operating frequency

e Timing specification

e Amount of external memory supported
*  Pin List

e ChipID

2.3 Reference Documentation

Detailed information on the 7902 is in the 7902 Network Security Processor
Preliminary Datasheet, PDS-0040. Detailed information on the 7901 is in the
7901 Network Security Processor Datasheet, DS-0023.

Page 6 AN-0025-02 APPLICATION NOTE



Hif
I n 7901 to 7902 Migration

3 7901 and 7902 Differences

3.1 Power Supplies

While the 7901 requires a 3.3 volt power supply for internal operation and the
I/0 interface, the 7902 requires a 2.5 volt power supply for internal operation
and a 3.3 volt power supply for external memory and 1/O interfaces.

To accommodate the 2.5 volt supply requirement for the core logic, four of the
pins were changed from Vpp (3.3 volts) to Vpp, (2.5 volts) supply pins. To
accommaodate the 2.5 volt supply requirement for the PLL, the analog supply
pin, AVpp, was changed to AVpp; (2.5 volts). Refer to Figure 11 for a list of the
pin name differences between the 7901 to the 7902.

3.2 Power Sequencing

If the +2.5V and +3.3V power supply voltages are not asserted at the same time,
the possibility of reverse currents arises. To prevent damage to the device, these
voltages must be enabled within the time given in the absolute maximum ratings.
The power supply should be designed to assert power within the time limits
given under the recommended operating conditions.

3.3 Power Dissipation

The majority of the power consumed by the 7901 and 7902 is in the 1/O interface
logic. However, running the core logic on 2.5 volts instead of 3.3 volts results in
approximately 5-10% reduction in the total power dissipation. See Figure 1 for a
comparison of the power dissipation between the 7901 and 7902 devices.

Power Dissipation L .
Clock Speed Conditions Typ Max Units

7901 - 50 MHz Vpp = 3.6V 0.6 1.0 W
Vpp = 3.6V 0.41 0.6

7902 - 50 MHz Vbp2 = 2.8V 0.14 0.23 W
Total 0.5 0.6
Vpp = 3.6V 0.54 0.80

7902 - 66 MHz Vbp2= 2.8V 0.18 0.30 W
Total 0.65 0.80

Figure 1. 7901 and 7902 Power Dissipation Comparison

3.4 Maximum Operating Frequency

Using a smaller manufacturing process technology enables the 7902 to operate at
a higher clock frequency than the 7901—66MHz versus 50MHz.
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3.5 PLL Operating Frequency Range

The 7901’s PLL supports 25-50MHz operation. The PLL used to support
66MHz operation in the 7902 has a minimum operating frequency of 40MHz.
To maintain compatibility with the 7901 at frequencies less than 40MHz requires
the PLL to be disabled. The 7901’s PLL enable signal pin name is Vss. In the
7902 the PLL enable signal pin name is PLLE# (see Section 3.8 for the PLL’s
pin number). Note: PLLE#=VSS (PLL Enabled), PLLE#=VDD (PLL
Disabled)

Figure 2 summarizes the operating frequency ranges for the 7901 and 7902
based on the state of the PLL.

Operating PLLE#

Frequency 7901 7902
Under 25MHz VDD VDD
25MHz to 40MHz VSS VDD
40MHz to maximum VSS VSS

Note: PLLE#=VSS (PLL Enabled), PLLE#=VDD (PLL Disabled)

Figure 2. 7901 and 7902 PLL Operating Frequency Range

3.6 AC Timing Differences

Some of the timing parameters for the CPU interface have changed between the
7901 and 7902. Refer to Figure 5 for the timing differences for 50MHz
operation between the 7901 and 7902. All other timing parameters not listed
remain the same.
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L. PLL . .
Number Description Condition Min Max Units
1 Clock frequency enabled 40 66 MHz
(tcx = 1/clock frequency) disabled 40
. . enabled 6
2 Clock width high disabled 95 ns
. enabled 6
3 Clock width low disabled 95 ns
enabled 3
40-50
. . MHz
4 \C;Iock rise time from V. to enabled 15 ns
H 50-66
MHz
disabled 3
enabled 3
40-50
. MHz
5 \C;Iock fall time from V\u to enabled 15 ns
- 50-66
MHz
disabled 3
. enabled 100
- PLL lock time disabled N/A ps
Clock frequency jitter enabled 8 %
quencyl disabled 3 °

Note: Clock widths are measured to/from 1.4V. PLLE#=low (PLL Enabled), PLLE#=high (PLL Disabled)
Figure 3. 7902 External Clock Timing

() »
(a+ap

CLOCK

Figure 4. 7902 External Clock Timing Diagram
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. PLL 7901 7902 .
Number Description L . - Units

Condition | Min | Max | Min | Max
1 AIMA, TS#, CS#, TSIZ, RIw# Setup 3 3 ns
2 AIMA, TS#, CS#, TSIz, Riw# hold 1 1 ns
3 Write data setup 3 3 ns
4 Write data hold 1 1 ns
. . enabled 2 8 151 8! ns

5 TA# high-z to low (assertion delay) disabled i i 3 11
. . enabled 2 8 151 8! ns

6 TA# low to high (deassertion delay) disabled i i 3 11
. . enabled 2 8 151 8! ns

7 TA# high to high-z disabled i i 3 11
8 Read data output valid delay (high-z to enabled 2 12 1.5¢ ot ns
0/1) disabled - - 31 16.51 ns
9 Read data output invalid delay (0/1 to enabled 2 12 15! 9! ns
high-z) disabled - - 3t 16.51 ns

Note 1: Timing parameters that changed for 7902 operation.

Figure 5. 7901 and 7902 Read/Write CPU Timing (Single Beat)
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Figure 6. 7901 and 7902 Read/Write CPU Timing Diagram (Single Beat)

The operating conditions for the AC timing listed previously in Figure 5 are
shown below in Figure 7.

Symbol Parameter Conditions

CL2 Output load on CPU interface pins | 50 pF

Vb Supply voltage 3.3V 5%

Vbob2 Supply voltage (only appliestothe | 2.5V +5%

7902)

Vss Ground potential ov

Ta Ambient operating temperature 0°C to +70°C

toik Clock frequency PLL enabled: 40-66MHz
PLL disabled: <40MHz

Figure 7. Operating Conditions for the Timing Specifications
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3.7 External Memory

The increase of external memory is supported and involves the change of two
pins (80 and 97) from NC on the 7901 to external memory address lines CA[16]
and CA[17] on the 7902. Refer to Figure 8 for the maximum amount of external
memory supported.

7901 7902
Max. SRAM Size 64Kx16 | 256Kx16

Figure 8. 7901 and 7902 Maximum External Memory Supported

External memory is not required if an application does not need compression. If
compression is used, the amount of external memory required shall depend on
the type and number of sessions that must be supported. Refer to the External
RAM Usage section in the 7901 or 7902 Data Sheet for more information on the
usage of external memory. Figure 9 and Figure 10 lists the number of sessions
supported when the maximum amount of external memory (Figure 8) is used.

7901 7902
LZS—Full MPPC—Full LZS—Full MPPC—Full
Duplex Duplex Duplex Duplex
(Sessions) (Sessions) (Sessions) (Sessions)
8 4 32 16

Figure 9. 7901 and 7902 Stateful Sessions (Multiple History) Supported
with Maximum Amount of External Memory

128 Byte (DES, 3-DES) 512 Byte (DES, 3-DES, RC4)
7901 7902 7901 7902

(Sessions) (Sessions) (Sessions) (Sessions)
768 3840 192 960

Figure 10. 7901 and 7902 Stateless Sessions (Single History) Supported
with Maximum Amount of External Memory
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3.8 Pin List

3.9 Chip ID

Hifn

7901 to 7902 Migration

Five of the 7901’s power supply pins (Vpp and AVpp) have been changed to

accommodate the 7902’s core logic requirement for 2.5 volts. Two of the

7901’s NC pins have also been changed to external memory address lines. The
PLL enable is now labeled as PLLE#. Refer to Figure 11 for a list of the pin
differences between the 7901 and the 7902.

Pin Number 7901 Pin Name 7902 Pin Name
18 VDD VvDD2
30 VSS PLLE#
48 VDD VvDD2
49 VDD VvDD2
50 AVDD AVDD2
80 NC CA[16]
97 NC CA[17]
125 VDD VvDD2

Figure 11. 7901 and 7902 Pin Name Differences

The Chip ID is used by software to determine the device and the revision level.
A new unique chip ID was assigned to the 7902. Figure 12 shows the chip IDs

for the 7901 and 7902.

Device Chip ID
7901 0x00000800
7902 0x00040000

Figure 12. 7901 and 7902 Chip Identification Numbers
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Page 13



Hif
I n 7901 to 7902 Migration

Supporting 7901 and 7902 on the Same PC Board

In designing a PC board that can support both the 7901 and 7902 consideration
is needed only in connecting the power supply pins. Since the 7902 requires two
power supply voltages (3.3V and 2.5V) and has three sets of power supply pins
(Vob, Vop2, AVppy), it is necessary to separate those sets of pins in order to
support both devices on the same board.

Separating the pins and inserting a jumper (J1), as shown in Figure 13, provides
an easy way to select the appropriate voltage for the Vpp/Vpp, and AVpp/AVpp,
pins. When the 7902 is used, J1 connects the Vpp, and AVpp, pins to the 2.5V
power supply. When the 7901 is used, J1 is used to connect the Vpp and AVpp
pins to the 3.3V power supply. The 7902, as does the 7901, requires some
isolation of the appropriate power supply voltage (Vpp or Vppy) to provide a
clean analog supply voltage (AVpp or AVpp,) to the PLL circuit.

For clock frequencies in the 25MHz to 40MHz range, the PLL must be enabled
on the 7901 and disabled on the 7902. Adding a jumper J2, as shown in Figure
13, provides an easy way to enable or disable the PLL so that both parts can be
supported on the same PC board. When the 7901 is used, J2 connects the
PLLE# signal to VSS enabling the PLL. When the 7902 is used, J2 connects the
PLLE# signal to VDD to disable the PLL.

For clock frequencies outside of the 25MHz to 40MHz range a jumper (J2) is
not required. If less than 25MHz is used, the PLL must be disabled (tied to
VDD) and if greater than 40MHz is used, the PLL must be enabled (tied to
VSS).
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2.5V VDD2 +2.5V
Regulator |J1
Note: only needed for 7902 Note: Install J1 for the
ves 7902 |10 o
device being used
20——9
7901 3?
3.3V VDD +3.3V J
Regulator ?
. |
vSS 6, 29, 47, 59, 72 Isolation
90, 99 114, 135 50 Cireuitry
' J2
VDD AVSS
7901 7902 e:| VDD
30 Note: Install J2 for the
VSss PLLE# o2 device being used
50
AVDD AVDD2 93| VSS
VDD VDD2 18
7901/7902 45 oLLEs
VDD VDD2 Operating Freq. 7901 7902
49 Under 25MHz VDD VDD
VDD VDD2 25-40MHz VSS VDD
125 - i
VDD VDD2 40MHz-maximum VSS VSS
VSS

* solation Circuitry may consist of simple capacitor-
4,13, 25, 27, 28, 42, 43, 44, resistive network to effectively filter power supply to

53, 54, 58, 64, 84, 92, 101, PLL.
116, 118, 119, 127, 136, 138

Note: Not all pins are represented in diagram.

Figure 13. Recommend Connections for Supporting the 7901 and 7902 on
the same PC Board
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